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9. Module.

10. Hidden Layer.

11. Activation Function.
12. Decay Function.

13. Epoch.

14. Batch size.

15. Feature map.
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. Classification.

. Supervised Learning.

. Regression.

. Unsupervised Learning.

. Clustering.

. Semi-supervised Learning.

. Reinforcement Learning.

. Convolution Neural Network.
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10. Training Phase.
11. Feed-forward.

12. Back-Propagation.
13. Loss.

14. Threshold.

15. Stride.

16. Padding.
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1. Pooling layer.

2 Average

. Max-pooling.

. Mixed .

. Importance-based pooling(LIP).
. Stochastic Pooling(SP).

. Soft function.

. Discrete Wavelet Transform.

. Objects Segmentation.
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2. Down-sampling.
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1. Fully Connected Layer.
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2. discriminative learning.
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1. Dropout.
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3. True Positive: TP.
4. False Positive: FP.
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1. Step.
2. Accuracy.



VY

diaiigh leisle 5 lal drwgy dolilad

G 1) Como laie (pjkeS (yge)] oaiiS sanaisb 3 Liwgie

Qs e g ™
Aewrage  Mas s wr e

plesl s Jow oo duy o 4 S

3,15 ol o

Accuracy

5 oolar slhs cuul oS 4 b mSojlail Soo5 s
amt S8 V) S S e diog |y )bl sle i
Sl pSojlal (o035 olie wds s o plid |, ctales]

Ao o (i S bl b b lasme 0 1) 5

%0 8335 8462 8387 8422 846  g315 8525

0
0
0
0
0
0
0 16.56
0
0
&

D
’b :\"'z "
el

9 9 N ®

Mean®Precision
w s

~

.

plesl sl Jao cds dwg lio e K&

oLt 1) i ye ol 51 ptdy el 25 flie abi 5 5lol
(oo VY JS) Wl o 3l adly o5 s o

100
0 8316 84.56 8334 83.94 84.19 8276
EY
— 7
S e
g
2 5o
©
@ 40
= 30
20
10.08
10
0

Average ax  Mixed Lp  Stochastic  Lipll

pLES! sl Jse g3y ruRilio dunns i 1) JSUs

5. Cohen Kappa.
6. Agreement.

e Sy 4 aS ale sboosls slass
loads olwbis
oluil a4y aS” aie sbvosls slass

FN"
Wloads ools sl Cadio

O 4 sy o0 i sty GBS o ¢t S
2,5 e 2y Doge @y ol g oo el 5 5l Laosls

TP+TN
TP+TN+FP+FN

Accuracy = (10)

T oglol Y-Y-F

ol g arlgs sl 555000 Jlre il YLFN Slade a5 Slej
gl oo Sy ) D)ge A lre

Recall =

apn

TP+FN

feds Y-v-f

e fiSTaz g 05l o atd)S AT )0 LS Cole Azl S (g
g0 40 slre cpl el S FP glie 0 i 8o .l V)]
D9l g0 By

TP
TP+FP

(12)
RS LIS F-Y_f

Precision =

FSe05 ) ez o gl [V e ] o (gl oS LIS oy
oLt =) o5 ke el Fepkias 5 Selite "3l5 il
S0l e 4 S0 S aS Jb po cconl egSas (38165 odims
S o dalono 1) [OY] o o VY dslas .ol 38l5 pae oaias

Pr(a)—-Pr(e)

Kappa =—="2"5

(13)

Sl O )| s 00l ovdlive s 0ls 1,3 Pr(a) a5 s eboay
S oo Al 1) ols 13 il Jless] 05,8 ,9b 4 Pr(e)

uzaug("_ul.ua

RUIW VSR KV PR VP IRV PS5 KV I RV-PIE W SRR 0
o il Jlade 4 (g8 03lul SO g ooy s Oile
L1, s oy BN L VGGL6 a5 ans e olis Ve S5 .ol
pleal sl oolatl (ol 1 ogdle 0,51 Cawsdds pownSle pleo! solazul

1 .True Negative: TN.
2. False Negative: FN.
3. Recall.

4. Precision.



VY Beos S50l s polal gomaib (gly plesl boa¥ lgil cw) «(5 59,85

0,8es (5 pSo5lul sl VGGI6  wac a3l dllde oyl
YL dlawd g Guos JLsle Jdo @ el 00,5 oolaul b g,
S sl 55 Sl e 51 el isel M8 polic
S el oals ool Lid ¥ Jgum o a5 jeblen ol pdy
VGGI16 sl |, cabiee olulis glagle; calisen plesl sla
o VAL a5 el Bolar fley > oy auS ais S ol
@ g pleol cnl (GVsb (asas Gloj 3g2g b el 4l
Seslainl b Laseid o i yw Sl 0o 5 gllas (5 850k
A Gty ol el sl s 4y panSe pleol s,
95 SN (sl 5l g 05 e sonail slaLae
oloeiy Lo, 1) (ansets oyloj Lol el 1y ulis oy e Lip pléo!
slo Sazn bdo a4 loy Galidl cplcslosls iuldl oo
Lo talesl 50 (oS 5 g, el ()] giled g (oo )1 Slnslina
@il sla e 390 ) cparnSle pleol I gy Coilys cod
Siigel Al ey 1) ks ke o yteS By ol Lol oS s,
(h9) G 9 (RAE e Webies odalive &5 sbiles o)l
sy ool il 55 o ool asnSle pleol s,

P Cutte WIS S sl 1) (5,900 oo 5 <85 o F-score
S oo dloeo ) F Lol VE dloles 0,8 o a5 (o

F — Score = 2XPrecison xRecall (14)

Precison+Recall
O30y onl yo ams e ol |y Fescore jLae duslie VY S
pleol izman .l 00,5 asi | jlade STas pernSle pléol
REOW PV RS JRARV PRENICOX S & W0

86.11

90 8325 84:56 836 84.07 84.39 82.95
80
70
@ 60
o
Q 50
@
w40
30
o 1253
10 l
0
Average  Max  Mixed Lp  Stochastic Lip? Soft DWT

plesl sla Jaw F-score jLao duslio VY JSC&

Slp @bt Lulyd 0 b pSojlail Gldail az )3 (258 LIS
8o b Sl Gl i (LSS o5 ol ol i
loassS (ganainls b dnslio 10 00 iulesl oaiiS (gandilo o5
Pz Wjee iz (S 52 Gl S 4z b (Bola ok 4y oS
Sfes (cwyp sly a5 Sl (g35peh Jlre S B el e
S Jobiie sloools acgaze b Jadd Lol o9 o ool (gunadls
Copse | 03ls dcgaze £53 (nl (5255 LI K5 S S oo
35 3l oads Loy s sSosiil Sy ol 45 S g e S oo
&S Sy g 1) clddl (S U ses o ojlal Jow a4y g
WIS Gt e G2Vl G ol el (e Jleso

a3 oo 0lis 89S L jlre elel 1) axeii VF s

90 g1y 8285  grag 8215 8243 gggs 8258

80
e
570
o
#@ 60
3

50
a
& 40
e
<
O 20
o

10

0.09
0
< 5+ D> 0 & . & &
& Ka & e & R o &
& & &
\a "‘o

B0 5995 LIS Lo dlio Y JSC

plsl Giliss glaasy o Shos guls ¥ Joox

Pooling type  Trainloss Testaccuracy Testloss F-score

Mean precision  Mean recall  Cohen kappa

score
Average 0/5924 83/16 0/6309 83/25 83/35 83/16 81/28 0/296
Max 0/5168 84/57 0/5930 84/58 84/62 84/56 82/85 0/291

1. Loss.



diaiigh leisle 5 lal drwgy dolilad

Mixed 0/5043 83/34 0/6654 83/60 83/87 83/34 81/48 0/318

Lp 0/5307 83/94 0/6047 84/07 84/22 83/94 82/15 0/314

Stochastic 1/8256 10/09 2/3088 12/53 16/56 10/08 0/09 0/795

Lip 0/5329 84/19 0/6116 84/39 84/60 84/19 82/43 0/435

Soft 0/5686 82/76 0/6987 82/95 83/16 82/76 80/84 0/331

DWT 0/2685 85/67 0/3568 86/11 85/25 85/80 82/58 0/524
neutrosophic  hesitant fuzzy", Expert Systems with G5 Az S

Applications, vol. 236, p. 121300, 2024.

[8]. A. Goel, A. K. Goel, and A. Kumar, "The role of artificial
neural network and machine learning in utilizing spatial
information", Spatial Information Research, vol. 31, no. 3, pp.
275-285, 2023.

[9]. N. Alturayeif, H. Lugman, and M. Ahmed, "A
systematic review of machine learning techniques for
stance detection and its applications", Neural Computing
and Applications, vol. 35, no. 7, pp. 5113-5144, 2023.

[10]. W. J. Murdoch, C. Singh, K. Kumbier, R. Abbasi-Asl,
and B. Yu, "Definitions, methods, and applications in
interpretable machine learning", Proceedings of the
National Academy of Sciences, vol. 116, no. 44, pp. 22071-
22080, 2019.

[11]. C. F. F. Sousa, "Categories’ churn: a machine learning
approach in retail", 2023.

[12]. M. Iyer and R. Mehra, "Forecasting Price of Indian
Stock Market Using Supervised Machine Learning
Technique", in Progress in Advanced Computing and
Intelligent Engineering: Springer, pp. 3-17, 2021.

[13]. K. A. Taher, B. M. Y. Jisan, and M. M. Rahman,
"Network intrusion detection using supervised machine
learning technique with feature selection", in 2019
International conference on robotics, electrical and signal
processing techniques (ICREST), IEEE, pp. 643-646,2019.

[14]. L. Rundo et al, "Automated prostate gland
segmentation based on an unsupervised fuzzy C-means
clustering technique using multispectral T1w and T2w MR
imaging", Information, vol. 8, no. 2, p. 49, 2017.

[15]. J. H. Park and S. I. Cho, "The Analysis of Semi-
supervised Learning Technique of Deep Learning-based
Classification Model", Journal of Broadcast Engineering,
vol. 26, no. 1, pp. 79-87, 2021.

[16]. V. Cheplygina, M. de Bruijne, and J. P. Pluim, "Not-
so-supervised: a survey of semi-supervised, multi-instance,
and transfer learning in medical image analysis", Medical
image analysis, vol. 54, pp. 280-296, 2019.

[17]. D. Kangin and N. Pugeault, "Combination of
Supervised and Reinforcement Learning For Vision-Based
Autonomous Control", 2018.

[18]. J. Wang, T. Yang, L. Tang, Y. Wang, and R. Xiong,
"Learning an Efficient and Safe Policy for Highway
Driving using Supervised Learning and Reinforcement
Learning", in 2019 IEEE International Conference on Real-

5 Bl Gl oo plesl ilizs la by, (o) 2 callie
plesl sla ) (UlF Sl a3l (uinaiibs las )5
03,5 sw,y CIFAR-10 ools acgaze ,0 VGG16 L5Ls o,
—ail sle Lo gl ol )b (510 [,VGG16 aSiis aslllas oyl o]
LIS 245 jLiel g FI -score «g 90l «2ds wwomo Jolis (g0

gl 5 Sy clasds olul plesl sla by, oS o Lialos]
(gamdids gl Lo ;o Dglas o amo oo oS | Bua S
plesl sy o e aS ols Ll bl cwl Sy sedan gl sl
O 0a] (5la)l5 sl so (sanail slos )5 sl oS

2,5 wilyr pwy |y @l slos IS j0 sléol slo g,

&L

[1]. Z. Lu et al., "Multiobjective Evolutionary Design of Deep
Convolutional Neural Networks for Image Classification",
IEEE Transactions on Evolutionary Computation, vol. 25, no.
2, pp. 277-291, 2020.

[2]. H. Gholamalinejad and H. Khosravi, "IRVD: A Large-
Scale Dataset for Classification of Iranian Vehicles in Urban
Streets", Journal of Al and Data Mining, vol. 9, no. 1, pp. 1-
9,2021.

[3]. A. Pal et al., "Deep Metric Learning for Cervical Image
Classification", IEEE Access, vol. 9, pp. 53266-53275, 2021.

[4]. Q. Gao, T. Long, and Z. Zhou, "Mineral identification
based on natural feature-oriented image processing and multi-
label 1image classification", Expert Systems with
Applications, vol. 238, p. 122111, 2024.

[5]. P. Wang, E. Fan, and P. Wang, "Comparative analysis of
image classification algorithms based on traditional machine
learning and deep learning", Pattern Recognition Letters, vol.
141, pp. 61-67, 2021.

[6]. T. He, Z. Zhang, H. Zhang, Z. Zhang, J. Xie, and M. Li,
"Bag of tricks for image classification with convolutional
neural networks", in Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition, pp.
558-567,2019.

[7]. H. A. Alsattar et al, "Developing deep transfer and
machine learning models of chest X-ray for diagnosing
COVID-19 cases using probabilistic single-valued



Vo Beos S50l s polal gomaib (gly plesl boa¥ lgil cw) «(5 59,85

[31]. Y. Guo, Y. Liu, A. Oerlemans, S. Lao, S. Wu, and M. S.
Lew, "Deep learning for visual understanding: A review",
Neurocomputing, vol. 187, pp. 27-48, 2016.

[32]. M. Imani and H. Ghassemian, "An overview on spectral
and spatial information fusion for hyperspectral image
classification: Current trends and challenges". Information
fusion, vol. 59, pp. 59-83, 2020.

[33]. M.-M. Ho, G. He, Z. Wang, and J. Zhou, "Down-
sampling based video coding with degradation-aware
restoration-reconstruction deep neural network". in
International Conference on Multimedia Modeling, pp. 99-
110, 2020.

[34]. A. Al-Sabaawi, H. M. Ibrahim, Z. M. Arkah, M. Al-
Amidie, and L. Alzubaidi, "Amended Convolutional Neural
Network with Global Average Pooling for Image".

Classification," in International Conference on Intelligent
Systems Design and Applications, pp. 171-180, 2020.

[35]. V. Christlein, L. Spranger, M. Seuret, A. Nicolaou, P.
Kral, and A. Maier, "Deep generalized max pooling", in
2019 International Conference on Document Analysis and
Recognition (ICDAR), pp. 1090-1096, 2019.

[36]. T. Sharma, N. K. Verma, and S. Masood, "Mixed fuzzy
pooling in convolutional neural networks for image
classification", Multimedia Tools and Applications, vol. 82,
no. 6, pp. 8405-8421, 2023.

[37]. D. Yu, H. Wang, P. Chen, and Z. Wei, "Mixed pooling
for convolutional neural networks", in International
conference on rough sets and knowledge technology, pp.
364-375, 2014.

[38]. U. Nandi, A. Ghorai, M. M. Singh, C. Changdar, S.
Bhakta, and R. Kumar Pal, "Indian sign language alphabet
recognition system using CNN with diffGrad optimizer and
stochastic pooling", Multimedia Tools and Applications,
vol. 82, no. 7, pp. 9627-9648, 2023.

[39]. P. Msonda, S. A. Uymaz, and S. S. Karaagag, "Spatial
Pyramid Pooling in Deep Convolutional Networks for
Automatic Tuberculosis Diagnosis", Traitement du Signal,
vol. 37, no. 6, 2020.

[40]. C. Dewi, R.-C. Chen, H. Yu, and X. Jiang, "Robust
detection method for improving small traffic sign
recognition based on spatial pyramid pooling", Journal of
Ambient Intelligence and Humanized Computing, vol. 14,
no. 7, pp. 8135-8152, 2023.

[41]. K. He, X. Zhang, S. Ren, and J. Sun, "Spatial pyramid
pooling in deep convolutional networks for visual
recognition", IEEE transactions on pattern analysis and
machine intelligence, vol. 37, no. 9, pp. 1904-1916, 2015.

[42]. J. Zhou, Y. Tian, C. Yuan, K. Yin, G. Yang, and M.
Wen, "Improved uav opium poppy detection using an
updated yolov3 model", Sensors, vol. 19, no. 22, p. 4851,
2019.

time Computing and Robotics (RCAR), IEEE, pp. 112-117,
2019.

[19]. N. O. Nikitin, I. S. Polonskaia, P. Vychuzhanin, I. V.
Barabanova, and A. V. Kalyuzhnaya, "Structural
evolutionary learning for composite classification models",
Procedia Computer Science, vol. 178, pp. 414-423, 2020.

[20]. A. Dhillon and G. K. Verma, "Convolutional neural
network: a review of models, methodologies and
applications to object detection", Progress in Artificial
Intelligence, vol. 9, no. 2, pp. 85-112, 2020.

[21]. N. Ma and P. Chawlab, "Deep CNN architectures for
learning image classification: A systematic review,
taxonomy and open challenges", in Artificial Intelligence
and Speech Technology: Proceedings of the 2™
International Conference on Artificial Intelligence and
Speech Technology,(AIST2020), 19-20 November, 2020,
Delhi, India, CRC Press, p. 121, 2021.

[22]. P. P. Liang, A. Zadeh, and L.-P. Morency, "Foundations
& trends in multimodal machine learning: Principles,
challenges, and open questions", ACM Computing Surveys,
vol. 56, no. 10, pp. 1-42, 2024.

[23]. A. Ardakani, C. Condo, M. Ahmadi, and W. J. Gross,
"An architecture to accelerate convolution in deep neural
networks", IEEE Transactions on Circuits and Systems I:
Regular Papers, vol. 65, no. 4, pp. 1349-1362, 2017.

[24]. H. Gholamalinejad and H. Khosravi, "Vehicle
Classification using a Real-Time Convolutional Structure
based on DWT pooling layer and SE blocks", Expert Systems
with Applications, p. 115420, 2021.

[25]. C. Dias et al, "Simulating the behaviour of choquet-like
(pre) aggregation functions for image resizing in the pooling
layer of deep learning networks", in International Fuzzy
Systems Association World Congress, pp. 224-236, 2019.

[26]. L.-C. Chen, G. Papandreou, 1. Kokkinos, K. Murphy,
and A. L. Yuille, "Deeplab: Semantic image segmentation
with deep convolutional nets, atrous convolution, and fully
connected crfs", IEEE transactions on pattern analysis and
machine intelligence, vol. 40, no. 4, pp. 834-848, 2017.

[27]. J. Jordan, "Common architectures in convolutional
neural networks", Pexmm gmoctymy:  https:/www/.
jeremyjordan. me/convnet-architectures, 2018.

[28]. Z. He, "Deep Learning in Image Classification: A
Survey Report", in 2020 2nd International Conference on
Information Technology and Computer Application (ITCA), ,
pp. 174-177, 2020.

[29]. C. Luo, S. Su, Y. Sun, Q. Tan, M. Han, and Z. Tian, "A
convolution-based system for malicious URLs detection",
Comput, Mater. Continua, vol. 62, no. 1, pp. 399-411, 2020.

[30]. H. Gholamalinezhad and H. Khosravi, "Pooling
methods in deep neural networks, a review", arXiv preprint
arXiv:2009.07485, 2020.


https://www/

diaiigh leisle 5 lal drwgy dolilad

[43]. I. Hwang and K. Lee, "Removing Speaker Information
from Speech Representation using Variable-Length Soft
Pooling", arXiv preprint arXiv:2404.00856, 2024.

[44]. A. Stergiou, R. Poppe, and G. Kalliatakis, "Refining
activation downsampling with Softpool", arXiv preprint
arXiv:2101.00440, 2021.

[45]. H. Gholamalinejad and H. Khosravi, "Vehicle
classification using a real-time convolutional structure based
on DWT pooling layer and SE blocks", Expert Systems with
Applications, vol. 183, p. 115420, 2021.

[46]. X. Ma, D. Wang, D. Liu, and J. Yang, "DWT and CNN
based multi-class motor imagery electroencephalographic
signal recognition", Journal of neural engineering, vol. 17, no.
1, p. 016073, 2020.

[47]. W. Cukierski, "CIFAR-10-Object Recognition in
Images", Kaggle 2013 Available online: https://www/. kaggle.
com/c/cifar-10 (accessed on 30 December 2022), 2013.

[48]. A. Krizhevsky and G. Hinton, "Learning multiple layers
of features from tiny images", 2009.

[49]. S. Hinterstoisser, V. Lepetit, P. Wohlhart, and K.
Konolige, "On pre-trained image features and synthetic
images for deep learning", in Proceedings of the European
Conference on Computer Vision (ECCV) Workshops, 2018.

[50]. K. Simonyan and A. Zisserman, "Very deep
convolutional networks for large-scale image recognition",
arXiv preprint arXiv:1409.1556, 2014.

[51]. T. Sulistyowati, P. PURWANTO, F. Alzami, and R. A.
Pramunendar, "Vggl6 deep learning architecture using
imbalance data methods for the detection of apple leaf
diseases", Moneter: Jurnal Keuangan dan Perbankan, vol. 11,
no. 1, pp. 41-53,2023.

[52]. S. M. Vieira, U. Kaymak, and J. M. Sousa, "Cohen's
kappa coefficient as a performance measure for feature
selection", in International conference on fuzzy systems, pp.
1-8,2010.


https://www/

VY Beos S50k i polal gomaib (gly plesl sboa¥ elgil v, o559,

Exploring the types of fusion layers for deep learning-based image
classification

Azam Noroozi'*

1- Faculty of Engineering - Department of Civil Engineering and Architecture - Torbath Heydariyeh University — Torbath
Heydariyeh - Iran.

Abstract

The fusion layer has been widely used for image classification with more than a decade of deep learning. Many models using
the fusion layer have tried to overcome the disadvantages of the traditional algorithm, which depends on the hand-drawn
features. In general, deep learning models often contain trainable parameters and require a large number of labeled examples
to achieve optimal performance. This paper focuses on optimal parameters and related previous work. Various advanced
approaches have been evaluated through several experiments. The evaluation results on the CIFAR-10 dataset showed that the
fastest and best method is the computationally simplest method, which is the Maximum Fusion method. After the Maximum
method, the Lip Fusion method has the best results, but it increases the detection time by almost fifty percent. This increase in
time is due to its logarithmic and exponential computational complexities. The hybrid method could not perform better than
the maximum pooling in terms of classification criteria in experiments. However, this method has the lowest error rate in the
training phase.

Keywords: Deep learning, fusion layer, image classification, convolutional neural network, machine learning.
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Presenting a Novel Approach for Oversampling-Undersampling in
Imbalanced Datasets

Hossein Zaaferani'* | Sadegh Rastad?

1- Department of Computer Engineering - Faculty of Engineering - Semnan University- Semnan- Iran.
2- Department of Computer Engineering - Faculty of Engineering - Islamic Azad University, Birjand Branch - Birjand - Iran.

Abstract

Imbalanced datasets are very common in the real world and pose a significant challenge in classification and clustering tasks. Imbalanced
datasets are defined as those where the instances of one or more classes significantly outnumber the instances of other classes. This research
aims to present a mechanism for balancing imbalanced datasets by integrating undersampling and oversampling techniques. Overall, the
goal of this study is to propose a hybrid undersampling-oversampling method that can efficiently and effectively balance imbalanced
datasets. The proposed approach focuses on minority and majority data points rather than entire minority and majority classes. To identify
these data points, the Birch clustering algorithm is employed. Consequently, the proposed method is named Birch-Resampling. This
method consists of six stages. The MATLAB software was used for the implementation of this algorithm, and for evaluation, 11 two-class
and multi-class datasets with varying sizes and imbalance ratios were utilized to comprehensively assess the performance of the proposed
system. The results obtained from the proposed algorithm were compared with five other methods. The outcomes of these comparisons
demonstrate that the proposed algorithm exhibits high accuracy in data classification

Keywords: Imbalanced Data, Birch Clustering, Classification, Data Mining.
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Crossover (S, EL):

4. Crossover.
5 Intensification by crossover.
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1. WOA (Whale Optimization Algorithm).
2. Whale Tabu Search.
3. (EL) Elite List.
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Diversification by Crossover(S):

Select g solutions randomly from the swarm S.
form=1,...,gdo

Select a random solution X “rand from the current swarm
other than current whale X “m.

for each center C in a random center in current whale X “m
do

Replace the center C with the opposite center from X ~ rand.
end for

end for

Return the swarm S.
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Pseudocode for WTS algorithm:
Initialization.
Set number of clusters K, number of particles in swarm n,

empty EL, set Max N onlmprove to be maximum number
of

iterations without improvement, and initialize the whale
algorithm parameters.

Fori=1,...,ndo

Generate initial centers randomly from the dataset.
Compute the objective function of current solution

2. Diversification by crossover.

Select g solutions randomly from the swarm S.
form=1,...,gdo
Select a random solution Xrander from EL

for each center C in a random center in current whale
Xm

do

Replace the center C with the opposite center from X randeL.
end for

end for

Return the swarm S.
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Update EL.

End for

Main Loop.

Fort=1,..., MaxIt do

fori=1,...,ndo

Update WOA parameters a, A, C, 1, p.

If (p < 0.5) then

if (|A| <1) then

Select a random whale X ~ *(t) from EL.
Update position of the current whale X ~ i(t)
end if

else if (p >=0.5) then

Select a random whale X ~ *(t) from EL.
Update position of current whale X ~ i(t)
end if

Compute the objective function of current whale X ~ i(t)
Update solutions in EL.

End for

if number of iterations without improvement >= M ax
Nonlmprove then

if (randomnumber < 0.5) then

Apply intensification procedure Intensification by
Crossover(S,EL) .

else

Apply diversification procedure Diversification by
Crossover(S).

End if

end if

end if

Return best solution X ~ *(t) in EL.
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1. Precision and Recall.
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Providing an optimal method based on the restricted
search for retrieving the user's searched information

Golnaz Soleimani Mood! , Fateme Sadat Karimi?*

1-Department of Computer Engineering - Faculty of Engineering - Islamic Azad University Birjand Branch - Birjand - Iran.
2- Department of Computer Engineering - Faculty of Engineering - Ferdowsi University of Mashhad - Mashhad - Iran

Abstract

Considering the vast amount of available information, the issue of improving information retrieval has always been one of the most
important factors in increasing the speed of information retrieval. The prohibited search algorithm is a meta-heuristic method that
utilizes memory components to explore and exploit the search space. This research presents a new retrieval method based on the
whale optimization algorithm and the prohibited search method. This approach uses a selection list to record the best candidate
methods. These methods are employed to guide the members in order to prevent them from getting trapped in local optima. The
mentioned method enhances the diversity of the group members using a merging operator inspired by genetic algorithms, which
increases the ability to achieve a faster convergence rate. Additionally, it provides the possibility of obtaining high-quality solutions
through the integration of methods among members and the selection list. Evaluation results indicate that the proposed method
outperforms the compared methods across all evaluation criteria.

Keywords: Tabu Search, information retrieval, whale optimization, clustering.
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The Effect of Increased Effective Damping on the Seismic
Resilience of Reinforced Concrete Moment Frames
Equipped with Smart Viscous Dampers

Mohammad Arjmand®*
1-  Faculty of Engineering - Department of Civil Engineering- Bozormehr Qaenat University - Qaen — Iran.

Abstract

Given the importance of seismic resilience in the design and performance evaluation of structures under earthquakes,
implementing strategies to enhance this resilience has become a necessity in structural engineering. Among these strategies, the
use of viscous dampers has gained attention as an effective method for controlling structural seismic responses. However, a
quantitative investigation into the effect of increased effective damping on the seismic resilience index (particularly in
reinforced concrete structures) has not yet been thoroughly conducted. This research investigates the impact of increased
effective damping on the seismic resilience of a reinforced concrete moment frame. To achieve this, a four-story, three-bay
reinforced concrete moment frame was modeled in the OpenSees software, and viscous dampers with a uniform distribution
were installed on all floors. The damping coefficients of the dampers were adjusted in two different scenarios to achieve
effective damping ratios of 15% and 35% for the frame, respectively. Nonlinear dynamic analyses were performed on the
model, and the seismic resilience index of the frame was calculated for each damping level. The results indicate that the seismic
resilience index of the frame increases with increasing effective damping. This suggests that the use of viscous dampers can
significantly improve the seismic performance of structures. Increasing damping not only reduces the seismic responses of the
structure, including story drifts and floor accelerations, but also helps improve the seismic resilience of the structure against
earthquakes. The findings of this research can serve as a scientific basis for the optimal design of viscous damper systems in
reinforced concrete structures.

Keywords: Seismic Resilience, Viscous Damper, Reinforced Concrete, Damage.
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The macroeconomic impacts of investment in the
energy sector

Malihe Ashenal*

1- Department of Accounting- Faculty of Humanities - Bozormehr Qaenat University - Qaen — Iran.

Abstract

The Energy sector is one of the most important economic infrastructure of the economy. Investment in the energy sector can have
wide-ranging effects on macroeconomic variables and play a key role in the economic and social development of countries. Energy
policy goals and economic goals cannot be achieved without the development of the energy sector. In this study, a general
equilibrium model is used to study the effects of the economic performance of Iran's energy sector investment growth. Three
scenarios regarding the increase of investment with the rates of 10, 20 and 30 percent have been considered. According to the
Social Accounting Matrix 2013, the changes of some macroeconomic variables under these scenarios are analyzed. The results
show that the growth of GDP up to about 4%, and export growth up to about 12% is possible. Also, household income and
consumption will improve significantly. In the study of sectoral effects, the highest changes of production and export is related to
the energy and industry sector, which is related to the improvement of access to energy and the reduction of its costs. It is worth
mentioning that the research results show the increase in carbon emissions and can point to the need to focus on clean energy in the
investment process in the energy sector so that this development to be environmentally sustainable.

Key words: Investment, Energy sector, Macroeconomic Variables, Computable general equilibrium Model, Iran.
JEL Classification: 013, 033, 056.



Ir= xy
Wy

dogd gl lw g Hlouly dxwgs
https://sdsb.buqaen.ac.ir

VEF e oF o)l ) al>

006y 3oy SBI 5 ;0 baolp o lull gl p Sldail g ks p 60,50,

(Gu0E  mal a5 (5 S ol Juwo 3l solasw! b &Sl

Yoo P # 12 .
. wﬁyows )&w)w‘u\w

Q‘)"‘ _L)‘)'e) _L:‘A)L""l Ob] oKl —QLLL.DU rﬁal.c J>l5 —)les (S 53;—‘5»4;\.‘.@(0 cuSiials —\
Q‘)"‘ _L)‘)'e) _L:‘A)L""l Ob] oKl —QLLL.DU rﬁal.c J>l5 —)les (eI 03;—‘5»4;\.‘.@(0 cuSliile =Y

Alio wleMb|

VRN Y il o oo

VEENYA sl gl

igoals o3l
b @aSh Sl 5 ganaib (53,5 laasl p slelis
Gros (gmac 4D ool L >

onS
o594 aSels SG8l )0 (655, 3l ool (958159, (b ynS L
ol YU &b sligy L o y0e sloasib jo cul asdly
o oS 1l glatlle L el laasl 385 5 SS90
Ol 5o el e 5 pansje AL i ul axlge Waosls g4 g
S sbol z gunaiid slp (e 5509, S (g
Lai s oo (o3l SIS 5l (6T oy b a5 05— oo &3l
5oy &ye—oay | sansaiib Joo (az o ade laicay (DPI)
Slesolp—inn sandaab 4o )0 .05 g0 Slwie,a pgloe
435 040 6 S0l pin 631 lgiedy (DNN) Gros ras a5
Sely o Glesy g oduzmn e oK el 0B a5 sa i
009 ol 75 Sl oS plelid Vb 8 L) eais S5,
ISCX 9 ISCX VPN-nonVPN Wl oslsac g0 9O (59
3 Shas osimo L5 ool o4y s g ouls ploxi Tor-nonTor
sl > (gondins o aS cowl Lmu,uLe)—l > > DNN e
PPN VP PE-NPINC SV YR NIPL SPY- PO PR PR
e sanai b 4 Cad (6550 0 Sles i (S (glalaxd

RPN

Journal of Sustainable Development and Smart Building, vol. 1, no. 4

mohammadamin.rastegar@iau.ir : S.ig =S Co «Jgiams odinmngs *

Digital Object Identifier https://doi.org/10.22034/sdsh.1.4.40
THIS WORK IS LICENSED UNDER CC BY-NC 4.0 INTERNATIONAL LICENSE.

© 2024 BOZORGMEHR UNIVERSITY OF QAENAT, IRAN


https://doi.org/10.22034/sdsb.1.4.40

al e o 0056 Sigmy Sl 4 bl ololis (gly Bl g Las s 65,555, e yisi 5,0,

Sl aS e 6 xS0k 5 Gedle Tk 2 e slag, Y
oolisl iy Glyime 5 gy 5l Jies syl slo S
DPI &y Comd (55508 (Slolone 3o loisas a gy al oS o0
Dl 5 1) 0ats) 50, Sl gomail SUlg asly wi)ls
zlpel CoblB b (DNN) Gros cac sladaSiis wof g aidly o
2l genail cds s glaosls 5l YL mhaw sla S5

ilosls Ligl3dl Lgy (slolases
53 polbe Dlpsd Sl o559,0l SlaaSed g9xte 9 L sl S
b il slapt Sl nlply wgboe S5 slagll
o3 sloosly 5 oud 5l lis (I L Ly ©)90 4 alsn

IV] 063 LS o e u

SBl gonail slp bz 5 SLlail g, Ko gl oal s
Dpse ot Bres 65Ol G SKSS 5l a8 25 e il A
R PR L&u.d LSLé‘ J5)Lo )LQ} )‘ dol.er........: L)"B)

ools Jlizle (6 )l 5 ool > awxid b S C‘)—’sd;w‘ -\
FlowSet

EEE

Lodsile o gl 2 Su pae il 2 Ghjloy Y

(Sanatb b Sle i g ole il e sanaa b -

Olgie 4 (DNN) Guos omac sloaSiis 3l (gonanb Jgile o
OY paiz sl eolatwl b baSiis ol ol oo oolawl asly Jow
losls p0 malsrd 5 oz Slasll plolis SUls lesy
30 e 8 es (S sl o 4 Cnnd g Wl |y b >
Ao o L 0ul 6, K5 g juiie sloosls b agxlee
Gl glp b g pdy bl oz lr S ek cnl )
sl 4 5657wl Gaa b as culonds &l aSs Sl
Ll 000 5 b Sal5 slagSl jo bgy &l s 51 iU
S TSRPIPIUSE NIRPNE TN ET RN R
Jelow 1, a5 sl ccglabiod &y 4y G |0l o >
s sls 5l S 2iloym ol gandih 4 YL cdo b gooyS
30 (DNN) Gros cmas saSll (6,.5,54 by, opl guulS
5 S8 pS et Sgup g0 &S Smlaplr samadl iy
00 05 550, Sl L agzlye ;0 094 Joo L)
‘_.;L(boob ACgozme (59 Lg.)l.er__m.u u9.>)L> (pie RO

Aol .Y

5 ol Gal3l Jo 0 yeies b 4 baaSis L5 b b
Qg 0 418,515 4y 0008 35150 0 oS Ve (gloaSiil 034yl
Olpe sl |y Sl Ly o 4y 5Ls wanld ws, ol [V]
WodS ass bocwl asle 55,0 e )l Gl 4SS
e 3l (silwosly ezman (LY 4 oSl SIS sananls
WSl qwdige g Oyl ol (QOS) Clens eaS peuds

IVl coil 03,8 > 395 4|, (Glotng a5

Sy Djgo 4y Al loaSed Sl sanaib ol
Slogsl lulid cu o3 3585 (aid lapiuew ¢l
ol oz [Y] cll Sl wgye SIS OMes 5 D>
Sl gyl Glead yo5 o o wiile (glaSid Dleos o (5,5l

il 5550 Wb sl 5o Bt gbaasliy 3o olulis
qebie glllis ple @ Gl oo 1) Whion glaased Sl
5o [f] 5,5 Jao Flow Stream) ool > 5 dtwge g 39a5eb
Ssy e ol > Sy b b Jste slodins 51 bz
kS5 < TCPUDP Ssg, «halio &g i (on] o
oLl dlss G aSias Sl wols JLslu 0B ays logd o
ools wled  FlowSet={f\,.fn} &yg0 4 a5 culayl > 5l

D9 50

3 ol Cuddse g (Deep Learning) Gues (5,50b 90l L
(b 0L Giilen g el (ol alex 5l iz (glaoje>
oingts 0]l il o133l 55 aScs 095 0 SiSS ol d> 5
B (gmae gloasil jl oolitul @Sl S8l gunadl o
Sl S 5 1) eduzn slagSl Sog5 zl 5l 5! DNN)
gl jo 1) ganaib glaoe o Slas g 035 @2l o>
L8] el 0015 Sgaga o 6K 50, (slaosls 5 by

Aol Sl gamail Sl o Lol s, 4w (IS b
3,10 8424

Slaibinl glacs gy ojlads 4y a255 b aS 10 (e g, )
05950 by ol 45 Aleols yLas [V] asile Slallas asS o Jos
SHlaly ey 2l

Slgzme (o) p b aS (DPD): baius slyime » (e (b9, -V

Gl dxlge placysgame b adly sloasiss jo Lol wjls

1. Deep Neural Network



ZA

diaiigh leisle 5 lal drwgy dolilad

«layg )13 b ay slosls (o Lol o] o a5 ais S ooy |

&lp olagg =118 cpl pn Jalg, 5 058 o0 iy 25 (Meta-event)
O).».?L;o )‘)3 oolaul Sy94 (fl'ef ul).-)lS )Lﬁ) C‘)M‘

Gy o 650l e (g, [A] s Al o

Ol 5o 48 wis S al ) A Sl 5 G ogd g 00,8 i

Szl So B s ganailb s (S el el slaal8
ol calisee Jow 90 o] .o wl oo (g5lwosly ax LSS
1, CNN) oo ey gmae aS0S 9 SAE) as Ll )38 50,045
sleoslsasgane 59, 1) 995 (g, 5 485,15 @ ozl
4 3390 CNN Jow (2gh cpl jo .aio,S ol 5, Tor ¢ ISCX
&lp o TAY 50,8 olo L gl +/AV L pln Fy ol e S

Sl ooy S8l 5 £ o5 Carogs

ookl 1y asis Sl DPI) bedis Gaos oy p SOSSS
sl glaylid; o b s Sledbl g on S u5ls  easl 5 slal il
50k » e 69,50, LY duly ol o aims o @51
Joe (el (Gl yjspa 5 oz laasy olulis ol Soe
ool | b 3T &j50 a1 1y Lol 2 ey ol s | gzl
yebay 1) gaadl Jow 9005 (5 08wz DPI SST 5
Sl sl eslawl b golpring 0,50, S oo Sl 59,4 cowlie
AW LS’L’))‘ oa‘éd.cﬁw (RO (9 g g0 L‘;)L“" obL:.;:MOA
Sz anaids slapi 631 5l eolaiwl csllas pl jo .ol
50 &8s iulidl cely PAW L Knn sAdaptive Random Forest

el 00l oslodc gasme (guai b

(Outlier) ooldl g5 slaosls co pos jo Lol sla > 51 SO
350 30 (d Dle Vbl &5 S d 5 WL py S Al o
Glools [zl Byme b [V e ] il ousT (63459 slapyb >
» (extended-meta-events) «axdly i .5 slaolay g -1,8»
ol @ly 1y Gl ganad 5 o2 oSl (53 o2y
&l sl sols sleii oy Wl sladae ) (slaSd
b angn S35 YL o 5l Dledlbl o a5 7l ]
o )‘| e oot:ébﬁ\) Svosls )" =3 a5 6 abdy (e | oals
S 55 €AY popde by, Gl 5o Wgh oo iled Sl )13,
S5, Outlier o pae (glp sl (b wS sloolasg,-1,8
solag 13 51 oo b aS sloslidl g (sloosls g ool aid
SIS Co iy ol (IS 6,8k )0 )l (6,155 52 g0

D g oo

5 418,518 2yl 0y50 Sl Sl 055 y0 ) 9 9 libis ]
B o Slee sl cgolpiing 9,504, a5 aoo oo ylid guls

PRPEY: PR FER I O PR S SRR T FRP-R CRP Y-S S POV

bud o s 9 (5590 .Y-)

sl oe—le 6 50L sla g sl eslii il 3 sla L )
bl axd )5 )18 (slos S azg5 3590 Al S 5 (unails
SB35 hogi 5005 (lsbit galias (J>
ools [ibigy (cheghy Slaol o JolS &jpoay j5am 00l (55,

< ‘O!.‘.'

Slrl ol » st Sloj s S 2l V] Giagyy 5
leolitw 1L Loy T .asles S w0 Tor 3 VPN 315 ol L

« KNNy (Random Forest) _dol_ai JKo ¢ JfApD 65l 4w
ISCX VPN—LSAjA.C LSLQOQL)A.CM ng) » ‘) ‘5>Lo) LngLS?)"ﬁ
as ol olss oyl mls s )57 b, Tor-nonTor snonVPN

P50 Hlew 06 K50, SUEl S o Sl la Shy ol

$lr crle 6558k (sl oz 1AL (5, %00 ragyy 0
opd 5 elSinl gl (Sopd Rl plaasly olwbb
¢ JRAcalGe gunsdib o0 oSl Sl ol ass,S olai il
JSie slacgozo (59, |, Bayes Net) gKNN Random Forest
KNN 2,551 a8 ols o)l 5 zuls .030,5 Gialesl (59 V)Y 5
Random 4 ISCX oolodacgama gl 1, 7AV/AF cdo k=) L
ools &l,l oy T 315 ools acgazmo (sl 1, 73+ /AY cdsForest
S )Y b iy ol (1als 4 3850 (rizmen Lol ol
Al 8o jmalS yguy ools dcgerxe 2 (sl ke
oolitl )b (s sl [0] 0355 cnl & Booe (6 5a50L 39,9 L
smas a0 Sl eolaiwl b (End-to-End) Lol 4 ksl slo g, 5
Sl ganail sl 1) OD-CNN) (oS (o—ioey
Sooslaiwl b 35 gy ol aiols slpi iy sa b5 Kigw,
59 pia,ssdl B oS oy lid g oo Hb;)l ISCX oolsac gaze
ol VPN 8 Sl 4y cwes VPN S8l 5 olulis

o kit pue Dlpesi b by (oo (6999 S5 (bbie b~
sl Helod la by 655, 4 prli e a5 1S (o0 oloxs
el Sl @laased o B3l sl idlr & a5 ab
s osls co poe g s Silo gy ( —aolEl (6, 50L Al
ol ld s SO 5l oy i yn5 [F LOutlier) ookl g0
5,5 Sl o b ol &1 WL o b 4S5 sl s,



4 e o 0056 Sigmy Sl 4 bl ololis (gly Bl g Las s 65,555, e yisi 5,0,

3,90 CICFlowMeter I3l « S8l 5l o b > 2l sa—wl gl
sl oluls Ul as cusl a8 5 )8 oolazul

Wl bz 2 sln ol 1 Sy AY 5 o)l |, TCPUDP

(Inline Deep Packet bawy s 49,0 Gaos ow)yib. ¥
Inspector)

O Sl sbgSIIL (b2 pa 6995 sladtias Bk b Jo3le o)
Wleiso dadye Gugre b aoly ololid a4 pladl oadicy ya5
sl 5l plocez n &jpon wnld Gl 5l ol (25,5
4 gl oo gel al>pe o a8 coul oud plulis
sl sbozel b ae Sy B DPI Josle adly j0 9l oo 4285
Silopald by wiS o Wl 1) 0d)93 ez slaosls ays
il 83 g 5 Slas Sgny jludine) ptae 9 G:80 slaesls

Sebios Bres S 2Tk

(Stream Processor) b b > w3lop .F

&S cwllopl > 5l o (IS Jotms b= Gh5lo 5 Jssle
S o 5 05-bse Jlwl (Shs glrinl Josle sl R8g5
S sloaiges 45 590 45 05,5 oo Sl Toame cio o
55 omail Jojle cadls o yiws ;8 G905l g o900l sl

23,5 oo Jlob 0)Lgs Watiged raali L s 5 955 o0 Ao

(DNN)W‘SMSM)JGM‘SMM b

Wit Gloicds ONN) Groe (oae a0 S5 cadlie (ol 5o
slagy; 5l ookl b aSed nl 093 oo oaliiwl unadils
ools bjgel ciloads (6,138 cum > DPI Luw o5 a5 (flow label)
S o0 59y N D90 |y CFt ganail &b g 050 o
fully J—aie YulS gV pasz Jol i S (5 laso
SoS 4 a5 ol RelU g5—wJled &li gconnected)
5 280 sl wo g5l Jb 5 g Salolys sile ola LSS

by b g 0 5 LUlg b b ac aS S
cJl> o .,ls |, (Batch Mode) slax—ws 5 (Stream Mode)

39 o0 (Sl 39,0 waz laools b bas & jg0ar Joo (5L >

Coredl a8 piie ()13, ndai Jdow il sleasi—i o
5,559, S olgieas ACOPE g, [V e ] liwl, ol jo)ls oYL

ol (e 00yt saslw 12l gl ey S Uaiaes
5 S5 sl oo blsy Lol 5L by, ool S
s ebe bd 1) )18, s wanld bl J5u8 625 5
IS o 08l Sl b 6,5Les gy DPI gilo e
‘&3.531)3)4 LgL‘bd.AL;J.g )Ja; caliBee Lng%)L;_M: ;5 ACoPE Lsgli})‘
il gy g odb g5 e g il i sladsl

6,8, Dl b kel 5 couomn sbocwlw sl o 1) ol
B2 ool

DPI gDNN U Sl y> guivainb v oo golauioy b9,

GrSoste b oS Sl ool &l (ngi (69,505, (iegh ol 5o
slapi ;950 9 OPD lodtns Groe (ol losSiSS 1 Glojen
bz gouaid 4 (DNN) ceac a5 (e ros (5,500
Slcwzy wely o0 Sjlopee AL SIS
Lo Cipa> sloosls lgicay DPI Jg5be lawgs oadzl,suiul
Gadib Jae b w58 o 1,8 colaiul 9,90 (ground truth)
Ol S 53 ol 055 (Sl i a5 0p0 el kg & j50a
S L gl o 1y ey ik s o alolid
il o ool paie 5 005,55,
b, <l lp CFt ganaab ab & b j0 piS 0,8
Ol 2 slr olerin 90, il LSl o ez @
wamass label € LabelSet .z S « flow € FlowSet
iy, (flow,label) € CF, &jgoas o] alasl, a5 amo o
Sl srs P (sanabib 1 Sl lo)jea jslieds 05h oo
gl oo oolaiwl CFte) adgs sly DPI Jg5le

CF,,, = Update(CF,, application) @
e oad S5 ol e oz 5| solenty o3z i

(Feature Extractor) b %9 z! 5wl .Y

asLo flows) o)l = g oads Sisls y aSluls Sl 5 cadlge ol 4o

dodin olaxs wiile )bl la Sy (b,> o Gly Wigh s

Sl 0gd so anlone JLo )l 75 9 by Hley Gow wols pae

Pedoe W8S LA 0 ny Sype 4 b
f = <source-IP, source-port, destination-IP,

@
destination-port, TCPAUDP protocol, fe;,..fe,,



diaiigh leisle 5 lal drwgy dolilad

Goand cds Sl sla)l > (guwadds (3 DNN jl eolaiw |
basly plwlbod @Ulss 5 9o oo (il (a2 LB H5b 4,
Dilw o pal 1) (6 G5, je—a> 10 g eduzmy lag )l jo
b6 b.‘:.>|) 409> pdypmesd Seele Jodo 4y Jow (pl opmizmen

655 i b g sl ilies llas sladagme ;5 ool
S e i 1 595 3,Shos (Sl

sLil e ?

alizeo 00,68 i L DNN oo, o3 bt caslllae (] o
Naive Bayes :3 a5 ,Le a5 wlazd 5 1,3 b5 10,00 (ganadl
Hoeffding Adaptive Random Hoeffding Tree (RHT) .(NB)
Adaptive Random 4 Hoeffding Tree (HT) .Tree (HAT)
o33P gy 5l ety ,oIl ol oLl (sl Forest (ARF).
ooty oyl b a8 cl ooy oolaiwl ool 4 10a55 slo g0
e b e (Gloj Jolgh ) g 00 s 0l dngy & j90

Lgdso (b))
oo Cawlind 90 5l 2l g Losge] (sl saiooliiml slaosls
wiloads zlyun el S8l Ldow 039> (0 ool anslis
UNB ISCX Tor- celys g UNB ISCX VPN-nonVPN csliys
Gl )5 4 b o aSil S8l ol veww Ly winonTor.
Strot sl PYP ool 2 oo JUil 55,0 alar 51 chliseo
« VPN-nonVPNeulos jo Jle sl aiiws g0 wlei g
sAIM .Hangouts [Facebook « Skypesa_iile oloa oL,
el 5 (gosudiws iyl jgia> alises glaaiws oBitTorrent

ol 0 00ls Llis ¥ Jgaz 40 00ls degame 9o (pl 4o

oolainl b3yl gl Jlre 4w jleganainl CodS o Gl
Sl9>1,2 9 (Precision) coros « (Accuracy) Cds il oads
ol ]y p sl o Slee Como (IS 50 <ds Lxs (Recall).
5 oo baBlibon )0 slbdigel gaome Cumud jl g om0
S oaumol s Jldeccds 09O o b brdiges
g0 ol glulis ladigas J5 4 oads glull moro (sladiges
2 il QU5 p3 1,5 o5 o o il pls S S,

w3 oo Hlid 1) QIS SO aly sladiges plod ololiss

ISCX VPN- 6015 dcgozxo jo sodls gusoaiws ) Jgo

nonVPN
6"‘;‘!43‘““5 é).g)lS
Browsing HTTPS
File Transfe: Skype, SFTP, FTPS, SCP

Chat Facebook, Hangouts, Skype, AIM, IC

G oo Gl DNN (5.5 ey .05 oo plosil b...uﬁ.o—‘ slrdcgasms
Sl g5 9 b Sy m eduzmy Laly; 5053 & g0 (Jow

5 Sdas o0 b5 50, oSl 5 ganadd 10 50,5 00 |,
sl asls YL

hol anail (lyicas ONN) Gros cras oS00 (g (nl 5o
o canl a3 18 oolaw ! 0,90 b > (goaids Jo5le j0
5 bt baly; 6550k 50 (T bl (Jae onl Sl Lol
Sl p g &Sb slagb > )bl sla Sy e odazmn
L agzlse o ohga a5 SLbB ol 63,8 slaasl 4 by o
s Conmnl YU alesd L _oloosls b oo s Sise, slocSedl 5

A e

Sleas zlzis | g kel sla S5s 5l syl0, DNN Jow 45 (595,9
CICFlowMeter |5l law i ba S5g oyl canl aSls sloyl >
oo ol S ol 5 ] e s 2 45 L5 5
5 J—w)l Gl ools IS o> o at s Slaws b > e
Gyt s o0ls Jlo ) &5 g iy Jsb (uSiloo ot il o
S o (Shy onl o slas gemen; kS (Joae 2D S

g g0 B ls ganadl o) 30 o iy

SLls &y i Jold ool il 950 (a4 (5 Loss
olaes b illas (699,9 Y .ol (fully connected) | —ais
S3ledd @l sl loo slaa ;0 g o0 iy 5 o g
oolaiwl i3l i 31 6 S sl> sl Dropout sleasY gReLU
lp Softmax &b b slay¥ aSis glozil jo oyizren (Cowl ool
b ol o Jltol ez p o5 o)l 0929 adaiz (29>
Batch 3l oolaiul g bo S5y sil—w b 5 008 oo s
5 2l S e i 90 ((LFIo sloayY oNormalization

wsdsn Sisel 6l Gl

o 23k Jgile 3 45 cnz  shlo slaoolo b Joo (5jgel a5

A g3 3 10,90 Oy50 4y il o Caw s 4 DPD) odiiny Goos
5 Cross-Entropy ;e sl wlw | p Go550] 0l 050 0 pll
Sole e ;0 0,5 0 Oyg—o Adam o2 ,6S 5l esla il
0 35 (2 Slwyisya b8 DNN Joe (golgi—iog
Spaz e sSIL 1) 093 le ) Job )0 Wlgi e o5 lai 55,

et R



V) e o 0056 Sigmy Sl 4 bl ololis (gly Bl g Las s 65,555, e yisi 5,0,

Sasasylins a5 el ool 45,1355 o ;o YV o] Como g oo
slosls j5 o> 5 ol > oo ganai_wo o ol S
Adaptive Random auile  olaps )68l puzes .l oduzy
b jlxs (& 40 g Wlaidls wlie o Sloc jiForest (ARF)
el o97 @l 4 (0—0,5 V) VPN dcgozms ;o ods aiibs
DNN & coi b jlose (IS oS 5 0 lisen Jg caslaisly

emas a0 Sl eslatwl a5 aes o oyl @l o o IS jsboay
Shbil Sl is,a )L 50 0aipmFol wudib Gloie 4 Gros

Goot w3 3l J—ol a e slrodls 5l (6 S0 b o
ol 335 sanaid ln S5 65,50, « OPD lea
D950 sl 4 oy y0e gdSll (o 0uli g, K5,

Ol 9 (5 g5 axui Y

wlo bl )00 & g0 4 4l SIS ol slaaslel o
Como| 5l aS i (60,15 sloasliyy dnline) oz yg,5 ¢ 580
Vb wil sl b sloaSds aSipl 4y a2 g5 b .ol jlo 55 5 VL
BRIPRCEL PRI ] - [ 1) PR P PR VOV F
b S5 by anaib 6l g 9,5y, G Allie oy
o (gl DPI) bdis Gros o3 ST 5l aS 0als 48l
oo (b jsba g opes oo o5 Gl ae b p 4l
ol sile ez 5l Al ol 5 o Sl i, |y il
o3t « (Feature Extractor) S5g eax Szl s wl Jol o
S %38, « (nline Deep Packet Inspector)adiwg oz g0
Stream L ,> auaiab 4 (Stream Processor) L >

Sl 0als JSzsClassifier)

S5 % n slodg 35 53 (S anaieb sl g, LS o
o,z he Tanaib pleca ONN) Goos (v s sloass
il 5 Wy LUlg Lo DNN (gladSicss s | o olox
5 ola slagSl 55,35 Laosls 3 o 5 b el slo s
Yo 8o by ) ojlailiul e booab5,Kije, sla ol >
oozl Sl o S s sloms ol o S oLl s
9§ Ngd oo Jaie DNN Joo &y (5 10 & jg0a 4l slagl >
Wlgs oo DNN Jow 8,5 o0 &jae S50 O g0 4 (gl
& <S5 L Fully Connected Networks asile ola izl b
o2 B ogd ools deus o5 (600, (slo CNNL, L AutoEncoderl
Sl b agzlae 0 Joo g pds Slasl g 5 gaisdid cdo

Email SMTP, POPy, IMAP
PyP Bittorrent
Streaming YouTube, Vimeo

VoIP Hangout, Skype voice call, Voip bust

B g0 ol |) iz slo M)?i” C—’L"’ 2 desz

Y Jgoe
cés oo ot
9 . . .
AENEEEI RN ERE
IR REREAERE
) 3 = 2 = 3 4
E1E|E & |E &

N 86 62 37 42 41 44
RH 94 83 51 70 43 56
HA 911 67 44 61 36 41

H 871 84 38 76 39 62
AR 97 82 73 73 56 64
DN 961 94 81 68 77 85

S sl 0l > garaai b e o oSl o Shee b5 o

Grol (gt a3 4S Aed oo ol gl ea i 5 ) K 5s,
Cds el b awilyy Jaw ol « VPN-nonVPN oolodcgozxe (59,
Ly 2ls oy o 10 YV (6 y5lol 5 o 0 A Como o 0 47
osls a5 oyl b jo oo basl y cwjyo g 80 ol

Byl e 5,00 Ojgod b oduoy

o,Slae ylizxes DNN ;. Tor-nonTor oolsd cgazs ,0
Sy90b 5000 PA Como w03 AT CBs Ly o)l Jgu8 LB
ke jo Colay ol a3 )T i b gy plow jlas 0 AD
bf..\..:w 4 Glgi e 1y (Tor) g (VPN) oolodcgosns g9y Cono
o el el oS ols o Tor (gaSiels [0 S8l 5 i
ol 50 69t (VL ok wgg cpl b i wl oo b Cox o
saiges olwli 0 DNN (YL Uy Sl ooldacgesce
5 ol 4y ladigad 5l gao)s ST g ol (afly cuie

Dbl ol ganail
5 Naive Bayes (NB) wiile SGodS (slo o9, b a—inlin jo

F 330 ¢ 3 ksl 5l eas DNN o Slae Hoeffding Tree (HT)
Ao, AP 8o 4 L5 NB VPN dacgomme (0 ¢ Jlo (gl .l



\Al

diaiigh leisle 5 lal drwgy dolilad

[7]. Z. Nazari, M. Noferesti, R. Jalili, " DSCA: An inline and
adaptive application identification approach in encrypted
network traffic", In Proceedings of the 3rd international
conference on cryptography, security and privacy, pp. 39-43,
2019.

[8]. B. Yamansavascilar, M. A. Guvensan, A. G. Yavuz, M. E.
Karsligil, "Application identification via network traffic
classification. 2017 International Conference on Computing",
Networking and Communications (ICNC), pp. 843-848,
2017. https://doi.org/10.1109/ICCNC.2017.7876241

[9]. S. Mali, M. Gujral, A. K. Cherukuri, M. G. Ms,
"Encrypted Network Traffic Classification Using Intelligent
Techniques", Cureus, vol. 2, No. 1, 2025.

[10]. M. Noferesti, R. Jalili, "ACoPE: An adaptive semi-
supervised  learning  approach  for  complex-policy
enforcement in high-bandwidth networks", Computer
Networks, vol.166, 106943, 2020.

UNB ISCX VPN- og0c oolodcgazme 95 (55, » o 2l))]
bl o cwwloass plxl UNB ISCX Tor-nonTor gnonVPN
S aS ol oylas s iales] > » 3 DNN jloslain! i $& )90
ool a5 aBlge o b Josuzmy slo b > unsan —ws
Cod (§ 74 O Sos it o5 lalard 900 03,55 o

D)1 (s sloosai b 4

5wdlS LDPL S3loy 3Ly jrals Lo Ban o ipghy opl anlol jo
D9 oy p Joile al Lawgs il a5 Cewl (S5 Cns

03,5 owyp 1) oanaib glaz &5 Wl oo alebs jglaia ooy
S los J—w I DPT Jgile e 1, G815 5L & jeo j0 LpiS g

b sl b (8lg laore G po aiboles (pl e T3 (puizmon
ol 5 oo Shee 5 o (g3lwosly disloj] &yp0a Yy
bl hes Dpg—otr 605 Gloasl il g LS (y)0
55 Slkes o )3 DNN (slaggloss 5|yt (55050 2 095

D58 s 3 Shoe Sl Sgne Sl Wlgi oo

&L

[1]. R. Manivannan, S. Senthilkumar, "Intrusion detection
system for network security using novel adaptive recurrent
neural network-based fox optimizer concept',' International
Journal of Computational Intelligence Systems, vol. 18, No.
1, p. 37,2025.

[2]. G. Draper-Gil, A. H. Lashkari, M. S. I. Mamun, A. A.
Ghorbani, "Characterization of encrypted and VPN traffic
using time-related features", Proceedings of the 2nd
International Conference on Information Systems Security
and Privacy (ICISSP), pp. 407-414, 2016.

[3]. M. Noferesti, R. Jalili, "Inline high-bandwidth network
analysis using a robust stream clustering algorithm", IET
Information Security, vol. 13, No. 5, pp. 486-495, 2019.

[4]. M. Noferesti, R. Jalili, "THB2DS: A behavior-driven high-
bandwidth network mining system", Journal of Systems and
Software, vol.127, pp- 266-2717, 2017.
https://doi.org/10.1016/].jss.2016.09.004

[5]. W. Wang, M. Zhu, J. Wang, X. Zeng, Z. Yang, "End-to-
end encrypted traffic classification with one-dimensional
convolution neural networks", 2017 IEEE International
Conference on Intelligence and Security Informatics (ISI), pp.
43-48, 2017. https://doi.org/10.1109/1S1.2017.8004862

[6]. V. Tong, C. Dao, H. A. Tran, D. Tran, H. T. T. Binh, N.
T. Hoang, T. X. Tran, "Encrypted Traffic Classification
Through Deep Domain Adaptation Network With Smooth
Characteristic Function", IEEE Transactions on Network and
Service Management, 2025.


https://doi.org/10.1016/j.jss.2016.09.004
https://doi.org/10.1109/ICCNC.2017.7876241

Yy ...M o..\.ﬁ:u;)&}.c) s_i.ﬁ‘).: o L(bdwl)).) GL»L.N d‘ﬁ @L.Lu‘j .[a>.)..l ‘_go)S,{j) agw)éyj)l.{ﬁ.u)

An Online and Adaptive Approach for Identifying Applications in
Encrypted Network Traffic Using a Deep Neural Network
Learning Model

Mohammad Amin Rastegar'*, Masoud Noferesti

1- Faculty of Engineering-Department of Computer Engineering-Sciences and Research Branch- Islamic Azad University-
Tehran- Iran,.

2- Faculty of Engineering-Department of Computer Engineering-Sciences and Research Branch- Islamic Azad University-
Tehran- Iran

Abstract

With the growing use of encryption in network traffic, especially through protocols like TLS and SSL, the effectiveness of
traditional application identification methods based on packet content analysis has significantly declined. In modern high-
bandwidth networks, real-time and accurate application identification faces challenges not only in terms of speed, volume, and
traffic diversity but also due to high resource costs. This study presents an adaptive approach for traffic stream classification
that dynamically and continuously updates the classification model by leveraging Deep Packet Inspection (DPI) as a reference
source. At the core of the proposed classifier, a Deep Neural Network (DNN) learning algorithm is employed, capable of
accurately identifying complex and hidden patterns in encrypted traffic. The proposed method is empirically evaluated on two
public datasets, ISCX VPN-nonVPN and ISCX Tor-nonTor, and the results indicate that DNN performs better in certain
scenarios—particularly in classifying more complex flows or when real-time labeled data is scarce—compared to traditional
classifiers.

Keywords: Application Identification, Network Traffic Classification, Stream Classification, Deep Neural Network
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