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Abstract

With the growing use of encryption in network traffic, especially through protocols like TLS and SSL, the effectiveness of
traditional application identification methods based on packet content analysis has significantly declined. In modern high-
bandwidth networks, real-time and accurate application identification faces challenges not only in terms of speed, volume, and
traffic diversity but also due to high resource costs. This study presents an adaptive approach for traffic stream classification
that dynamically and continuously updates the classification model by leveraging Deep Packet Inspection (DPI) as a reference
source. At the core of the proposed classifier, a Deep Neural Network (DNN) learning algorithm is employed, capable of
accurately identifying complex and hidden patterns in encrypted traffic. The proposed method is empirically evaluated on two
public datasets, ISCX VPN-nonVPN and ISCX Tor-nonTor, and the results indicate that DNN performs better in certain
scenarios—particularly in classifying more complex flows or when real-time labeled data is scarce—compared to traditional
classifiers.
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